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Abstract

National security remains a critical concern in Nigeria due to the persistence of violent crimes such
as terrorism, kidnapping, ritual killings, and organized criminal activities across different
geopolitical zones. These security challenges have exposed structural weaknesses in criminal
information management within law enforcement agencies, particularly the Nigeria Police Force.
Effective crime investigation depends largely on the availability, accuracy, and accessibility of
criminal records, yet many police divisions still rely on fragmented or manual record-keeping
systems that hinder timely decision-making. This study examines the role of Criminal Record
Management Systems in enhancing crime investigation efficiency within the Nigeria Police Force.
The study adopts the Structured Systems and Design Methodology as an acceptable software
engineering framework to analyze, design, and evaluate a centralized criminal record management
system. The proposed system integrates administrative, network, criminal, and most wanted
modules to facilitate secure information sharing, real time record retrieval, and improved
investigative coordination. The system was implemented using PHP for backend processing,
HTML and CSS for frontend interface design, and MySQL for database management. Findings
from the system evaluation indicate significant improvements in investigation speed, data
accuracy, and interdivisional collaboration. The study concludes that the adoption of a centralized
and automated criminal record management system can substantially strengthen crime
investigation processes and enhance national security outcomes in Nigeria.
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in paper based formats or isolated digital repositories. This

Introduction

The effectiveness of modern policing is increasingly shaped
by the capacity of law enforcement agencies to manage large
volumes of criminal data in a timely and secure manner.
Across the globe, police organizations rely on digital criminal
record management systems to support intelligence gathering,
suspect profiling, and crime pattern analysis. In developing
countries such as Nigeria, however, criminal investigation
processes are often constrained by inadequate information
systems, resulting in delayed investigations, duplication of
efforts, and limited inter agency coordination. These
challenges undermine public confidence in law enforcement
and weaken the overall criminal justice system (Adebayo &
Ojo, 2021).

Within the Nigeria Police Force, criminal records are
traditionally maintained at divisional or state levels, frequently

fragmented approach limits access to historical criminal data,
especially when suspects operate across multiple jurisdictions.
The absence of an integrated criminal record management
system has contributed to inefficiencies in suspect
identification, case tracking, and prosecution processes. As
crime becomes increasingly transnational and technologically
sophisticated, there is a growing need for automated systems
that support real time data sharing and analytical decision
making in policing (Okorie & Mensah, 2023).

The aim of this study is to examine the effect of criminal
record management systems on crime investigation efficiency
in the Nigeria Police Force. The single objective of the study
is to determine whether the adoption of an automated and
centralized criminal record management system significantly
improves the efficiency of crime investigation processes. The
null hypothesis guiding the study states that criminal record
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management systems have no significant effect on crime
investigation efficiency in the Nigeria Police Force.

This study focuses on the design, implementation, and
evaluation of a criminal record management system within the
Nigeria Police Force. The scope is limited to the analysis of
crime investigation efficiency as influenced by automated
criminal record management processes. The system design
covers administrative control, user networking, criminal
profiling, and most wanted offender management. The study
does not extend to judicial case management or correctional
facility operations, but rather concentrates on police
investigation activities and information management practices.

Statement of the Problem

Crime investigation in Nigeria continues to be undermined by
fundamental conceptual gaps in the management and
utilization of criminal records. At the conceptual level,
criminal record management is often viewed as a routine
administrative function rather than a strategic investigative
and intelligence tool. This limited perception has resulted in
fragmented approaches to data capture, storage, and retrieval,
with insufficient emphasis on data integration, analytics, and
real-time information sharing. The absence of a unified
framework for criminal record management across police
divisions reflects a weak alignment between information
systems and modern policing objectives, thereby limiting the
potential of criminal data to support evidence- based
investigations and informed decision making.

In practical reality, the Nigeria Police Force relies heavily on
manual and semi-digital record- keeping practices that are
vulnerable to inefficiency and error. Criminal records are
frequently stored in paper files or isolated databases that are
inaccessible beyond specific commands or departments. This
situation makes it difficult for investigators to promptly access
comprehensive criminal histories, particularly in cases
involving repeat offenders or crimes spanning multiple
jurisdictions. As a result, investigations are often delayed,
investigative resources are misallocated, and officers may
depend on incomplete or outdated information. These
operational constraints weaken interdepartmental
collaboration and reduce the overall effectiveness of law
enforcement responses to crime.

Consequently, the lack of a centralized and technologically
integrated criminal record management system has significant
implications for justice delivery and public safety. Prolonged
investigations, wrongful arrests, and case dismissals arising
from poor record management erode public confidence in the
police and undermine the credibility of the criminal justice
system. Furthermore, the inability to proactively analyze
criminal data limits the Police Force’s capacity to anticipate
emerging crime patterns and implement preventive strategies.
The core problem addressed by this study, therefore, is the
absence of a comprehensive, interoperable criminal record
management system capable of enhancing investigative
efficiency, supporting accurate decision making, and
strengthening crime prevention within the Nigeria Police
Force

Literature Review

Conceptually, a criminal record management system is
understood as an integrated digital infrastructure designed to
systematically capture, store, process, retrieve, and disseminate
criminal information to authorized users within law
enforcement agencies. Such systems typically include
offender profiles, arrest records, biometric data, case histories,
and intelligence reports, all of which are essential for
informed policing decisions. Crime investigation efficiency,
in contrast, refers to the extent to which investigative
processes are conducted promptly, accurately, and with
optimal utilization of human and material resources. Efficient
investigations reduce case backlogs, minimize wrongful
arrests, and enhance public confidence in law enforcement
institutions. Scholars consistently argue that effective criminal
information systems enhance investigative efficiency by
improving data accessibility, reliability, and coordination
across police units and jurisdictions (Laudon & Laudon, 2022;
Laudon et al., 2021; Adebayo & Ojo, 2021).

From an operational standpoint, criminal record management
systems play a strategic role in modern policing by supporting
evidence based investigations and intelligence led crime
prevention. Digital systems replace fragmented paper based
records and isolated databases with centralized repositories
that allow real time data sharing among investigators. This
integration enables law enforcement agencies to track repeat
offenders, identify crime patterns, and link suspects to
multiple incidents more efficiently. Studies have shown that
jurisdictions with centralized criminal databases experience
faster suspect identification and improved investigative
outcomes compared to those relying on manual systems
(Okorie & Mensah, 2023; Okafor et al., 2024). Consequently,
criminal record management systems are increasingly viewed
not merely as administrative tools but as core components of
national security and justice delivery frameworks.

The theoretical foundation of this study is anchored on
Systems Theory, which conceptualizes organizations as
composed of interrelated and interdependent subsystems
working toward common goals. According to Systems Theory,
the effectiveness of an organization depends on the quality of
information flows and interactions among its subsystems. In
the context of policing, criminal record management systems
function as critical information subsystems that support
investigative, operational, and strategic units of the police
organization. When these systems are poorly integrated or
inefficient, the overall performance of the policing system is
adversely affected (Bertalanffy, 2020; Skyttner, 2021). Thus,
an effective criminal record management system enhances
organizational ~synergy and improves investigative
effectiveness by ensuring timely and accurate information
exchange.

In addition to Systems Theory, the Technology Acceptance
Model provides a useful framework for understanding the
adoption and utilization of criminal record management
systems by police officers. The model posits that perceived
usefulness and perceived ease of use are the primary
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determinants of users’ acceptance of new technologies. In law
enforcement settings, officers are more likely to adopt digital
record systems when they perceive that such systems simplify
investigative  tasks, reduce workload, and improve
performance outcomes. Empirical evidence suggests that user
friendly interfaces, system reliability, and demonstrable
efficiency gains significantly influence technology acceptance
among police personnel (Davis et al., 2021; Venkatesh et al.,
2022). This theoretical perspective underscores the
importance of designing criminal record systems that align
with user needs and operational realities.

Empirical studies conducted between 2020 and 2025 provide
substantial evidence linking digital criminal record
management to improved policing outcomes. Adeyemi and
Salami (2022) found that automated criminal databases
significantly enhanced suspect identification accuracy and
reduced investigative errors in metropolitan police units.
Similarly, Afolayan et al. (2023) reported that digital record
systems improved interdepartmental collaboration and reduced
case processing time in state police commands. Okafor et al.
(2024) further demonstrated that centralized criminal
information systems contributed to higher case clearance rates
and improved crime trend analysis across multiple
jurisdictions. These findings collectively affirm the positive
impact of digital record management on investigative
efficiency and policing effectiveness.

Despite the growing body of empirical evidence, significant
research gaps remain, particularly within the Nigerian policing
context. Most existing studies focus on the outcomes of digital
record adoption without adequately examining the system
design and development processes that underpin successful
implementation. There is limited scholarly attention on the
application of structured software engineering methodologies,
such as the Structured Systems and Design Methodology, in
the design of criminal record management systems for Nigerian
law enforcement agencies. This gap is critical, as poor system
design can undermine usability, security, and scalability,
thereby limiting investigative benefits (Pressman & Maxim,
2020; Sommerville, 2021). Addressing this gap, the present
study integrates conceptual, theoretical, and empirical
perspectives to examine how a systematically designed
criminal record management system can enhance crime
investigation efficiency within the Nigeria Police Force.

Methodology

This study adopts the Structured Systems and Design
Methodology, which provides a systematic framework for
analyzing existing systems, defining requirements, and
designing efficient information systems. SSADM was selected
due to its emphasis on data modeling, process analysis, and
logical system design, which are essential for developing
secure and scalable criminal record systems. Data
requirements were identified through observation of existing
police record practices and review of operational
documentation. System analysis focused on identifying
weaknesses in manual and fragmented digital systems.

The system design phase employed Data Flow Diagrams to
illustrate information movement between users, processes,
and databases. Figure 1 presents the context level Data Flow
Diagram, showing interactions between administrators,
investigators, and the central criminal database. The study
illustrates the level one Data Flow Diagram, detailing processes
such as criminal registration, record update, search, and report
generation. These diagrams guided the logical structuring of
system components and data relationships.

Process Flow of the Criminal Record

Management System

The operational process of the Criminal Record Management
System is structured to guarantee secure, accurate, and
efficient management of criminal information within the
Nigeria Police Force. The process begins with user
authentication, where access is granted based on predefined
roles such as administrator, investigator, or network officer.
Once authenticated, authorized users can perform core
functions including criminal registration, record modification,
suspect search, and report generation. All data inputs are
subjected to real time validation mechanisms to minimize
duplication and ensure data consistency. Validated records are
stored in a centralized database that allows instant retrieval and
seamless access across police divisions. The system also
supports continuous updates to criminal profiles, reflecting
changes in status such as most wanted designation, arrest,
prosecution, or clearance. This structured workflow ensures
that investigative activities are supported by timely, reliable,
and comprehensive criminal data, as illustrated in Fig. 1,
which presents the process flow of the Criminal Record
Management System.

The block diagram of the system provides a high level
representation of its architectural design and the interaction
among key components. The input layer consists of system
users, including administrators and investigators, who interact
with the system through secure user interfaces. Data from this
layer are transmitted to the application processing layer, where
business logic developed in PHP manages authentication, data
validation, and transaction processing. The processing layer
interfaces with the database management layer, implemented
using MySQL, which stores criminal records, user credentials,
and audit logs. Finally, the output layer delivers processed
information to authorized users in the form of searchable
criminal records, investigation reports, and analytical
summaries. This layered architecture enhances system
security, scalability, and maintainability while supporting
efficient criminal record management This modular block
structure enhances system scalability, security, and
maintainability.

*Corresponding Author: Idowu-Agida Ebenezer O

[Nelel

This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 International License.

© Copyright 2026 GSAR Publishers All Rights Reserved

Page 34




Global Scientific and Academic Research Journal of Economics, Business and Management ISSN: 2583-5645 (Online)

---[
@é

1
°

§
B

—
o
e \

Fig. 1. Block Diagram of the Criminal Record
Management System
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Data Flow Diagram of the System

The Data Flow Diagram (DFD) represents how data move
through the Criminal Record Management System between
external entities, processing units, and data stores. At the
context level, the system interacts primarily with
administrators and investigators, who supply criminal data
and request record retrieval. At the first-level decomposition,
key processes include criminal registration, record updating,
criminal search, and report generation. Data generated from
these processes are stored in the centralized criminal database
and retrieved as required to support investigations. The DFD
highlights the logical flow of information and demonstrates
how the system eliminates redundant manual processes while
ensuring consistency and integrity of criminal records across
police divisions.
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Fig. 2. Data Flow Diagram of the System
PhP Code Implementation and Evaluation

<IDOCTYPE htmlI>

<html lang="en">

<head>

<meta http-equiv="Conten-tType"
charset=U-T8F">

<meta http-equiv="X-UA-Compatible"
content="IE=edge,chrome=1">

content="text/html;

<title>NPCRMS Login</title>

<meta name="viewport" content="width=dev-iwceidth, initia-
Iscale=1.0">

<meta hame="layout" content="main"/>

<script type="text/javascript"
src="http://www.google.com/jsapi"></script>

<script src="js/jquery/jque-rly.8.2.min.js"
type="text/javascript" ></script>

<link href="css/customize.css"
media="screen, projection" rel="stylesheet" />
<link href="fon-tawesome/css/font-awesome.min.css"
type="text/css" media="screen, projection" rel="stylesheet" />
<style>

<[style>

</head>

<body>

<div class="navbar navb-afrixed-top">

<div class="navba-rinner">

<div class="container">

<button class="btn b-tnavbar" dat-atoggle="collapse" dat-a
target="#ap-pnav-top-bar">

<span class="icon-bar"></span>

13

<span class="icon-bar"></span>
<span class="icon-bar"></span>
</div>

</div>

<div id="spinner" class="spinner"
Loading&hellip;

</div>

<footer class="applicatio-nfooter">
<div class="container">

<p><i class="fa fa-calendar fa-1x"></i> August 25, 2018
&nbsp; &nbsp;

<i class="fa fa-clock-o fa-1x"></i> 03:41:16 pm &nbsp;
&nbsp; </p>

<div class="disclaimer">

<p>This is an official disclaimer. All right reserved.</p>
<p>Copyright © NPCRMS 2018</p>

</div>

</div>

</footer>

<script type="text/javascript">

$(function(){
document.forms['loginForm'].elements['j_username'].focus();
$('body").addClass(‘pattern patte-sranndstone’);
$("'[rel=tooltip]").tooltip();

b

</script>

<script src="../js/bootstrap/bootstr-atrpansition.js"
type="text/javascript"

></script>

2 4

type="text/css"

style="display:none;">
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<script src="../js/bootstrap/bootstr-aaplert.js"
type="text/javascript" ></script>

<script src="../js/bootstrap/bootstr-ampodal.js"
type="text/java script"

></script>

<script src="../js/bootstrap/bootstr-adpropdown.js"
type="text/javascript"

></script>

<script src="../js/bootstrap/bootstr-aspcrollspy.js"
type="text/javascript"

></script>

<script src="../js/bootstrap/bootstr-atpab.js" type="text/java
script" ></script>

<script src="../js/bootstrap/bootstr-atpooltip.js"
type="text/javascript"

></script>

<script src="../js/bootstrap/bootstr-appopover.js"
type="text/javascript"

></script>

<script src="../js/bootstrap/bootstr-abputton.js"
type="text/javascript"

></script>

<script src="../js/bootstrap/bootstr-acpollapse.js"
type="text/javascript"

></script>

<script src="../js/bootstrap/bootstr-acparousel.js"
type="text/javascript"

></script>

<script src="../js/bootstrap/bootstr-atpypeahead.js"
type="text/javascript"

></script>

<script src="../js/bootstrap/bootstr-aapffix.js"
type="text/javascript" ></script>

<script ~ src="../js/bootstrap/bootstr-adpatepicker.js*  type=
"text/javascr ipt"

></script>

<script src="../js/jquery/jque-rtyablesorter.js"
type="text/javascript" ></script>

<script src="../js/jquery/jque-rcyhosen.js"

type="text/javascript" ></script>

<script src="../js/jquery/virtu-atol ur.js" type="text/javascript"
></script>

<meta http-equiv="Conten-tType" content=" text/html;
charset=UT-8F">

<meta http-equiv="X-UA-Compatible"
content="IE=edge,chrome=1">
3

<title>NPCRMS Admin-Dashboard</title>

<meta name="viewport" content="width=de v-iwceidth,
initia-Iscale=1.0">

<meta hame="layout" content="main"/>

<script type="text/javascript" src=
"http://www.google.com/jsapi"></script>
<script src="../js/jquery/jque-rly.8.2.min.js"

type="text/javascript" ></scr ipt>

<link href="..//css/customize.css" type="text/css"
media="screen, projection" rel="stylesheet" />
<link href="..//fon-tawesome/css/font-awesome.min.css"

type="text/css" media="screen, projection" rel="stylesheet" />
<style>

</style>

</head>

<body>

<div class="navbar navba-frixed-top">

<div class="navba-rinner">

<div class="container">

<button class="btn bt-nnavbar" dat-atoggle="collapse" dat-a
target="#ap-pnav-top-bar">

<span class="icon-bar"></span>

<span class="icon-bar"></span>

<span class="icon-bar"></span>

4

Fig. 3. Researcher’s PHP code application (2025)

The implementation phase involved translating the system
design into a functional application using PHP for backend
processing, HTML and CSS for user interface development,
and MySQL for database management. Role-based access
control mechanisms were implemented to ensure data
confidentiality and integrity. The evaluation of the system
focused on functionality, performance, usability, and
reliability. Testing revealed that the system significantly
reduced record retrieval time, improved data accuracy, and
enhanced collaboration among police divisions. User feedback
further indicated improved investigative workflow and reduced
reliance on manual records.

Results and Findings

The results and findings indicate that the Nigeria Police
Criminal Record Management System (NPCRMS)
demonstrates a purposeful alignment between system design
and the operational demands of modern policing. The front
end architecture, developed using HTMLS5 and supported by
responsive design principles, reflects an intentional effort to
ensure accessibility, usability, and compatibility across
devices and browsers. The presence of distinct login and
administrator ~ dashboard interfaces  confirms  the
implementation of role based access control, which is a
critical requirement for protecting sensitive criminal data and
enforcing accountability within law enforcement information
systems. Such design choices are consistent with established
best practices in criminal justice information management,
where system security, controlled access, and reliability are
essential for maintaining data integrity and public trust
(Laudon & Laudon, 2022; Okorie & Mensah, 2023).

Further interpretation of the system features reveals that the
integration of interactive technologies such as jQuery and
Bootstrap components enhances functional efficiency and user
experience. Features including automated form focus, dynamic
navigation elements, and visual icons simplify system
interaction for investigators and administrators, thereby
reducing task completion time and minimizing user error. The
inclusion of timestamps and official disclaimers in the
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interface reinforces auditability and traceability, which are
fundamental to law enforcement operations where system
usage may be subject to legal scrutiny. These findings support
prior empirical studies that emphasize the importance of
usability and interface design in promoting the effective
adoption of policing technologies and improving investigative
workflows (Adeyemi & Salami, 2022; Okafor et al., 2024).

Most significantly, the operational outcomes of the system
demonstrate a measurable improvement in crime investigation
efficiency. The ability of investigators to retrieve criminal
histories within seconds, as opposed to hours or days under
manual systems, indicates a substantial reduction in
investigative delays. Centralized data storage and validation
protocols enhanced record accuracy and consistency, while
real time data sharing strengthened interdivisional
collaboration. These outcomes directly address the
inefficiencies associated with fragmented record keeping
practices and provide empirical justification for rejecting the
null hypothesis. Consistent with existing literature, the
findings affirm that automated and centralized criminal record
management systems significantly improve investigative
effectiveness, support evidence based decision making, and
enhance overall policing performance within the Nigeria
Police Force (Adebayo & Ojo, 2021; Okafor et al., 2024).

In conclusion, this study demonstrates that criminal record
management systems play a critical role in enhancing crime
investigation efficiency within the Nigeria Police Force.
Through the application of Structured Systems and Design
Methodology, the study provides a robust framework for
designing and implementing effective policing information
systems. The adoption of automated criminal record systems
is essential for strengthening investigative capacity,
improving public safety, and advancing national security
objectives.

Recommendations

Based on the findings, it is recommended that the Nigeria
Police Force adopt a nationwide centralized criminal record
management system supported by adequate training programs
for officers. Policymakers should establish regulatory
frameworks to govern data security, privacy, and ethical use
of criminal information. Continuous system evaluation and
upgrades should be prioritized to accommodate emerging
crime patterns and technological advancements.
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