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Abstract

In light of the growing incidence of diploma fraud and the inefficiencies in conventional academic credential
verification, systems need enhanced security, transparency, and efficiency. Blockchain technology's
decentralised and unchangeable design presents a viable option for tackling these issues in higher education.
This research examines the influence of blockchain technology on the security, transparency, and efficiency
of academic credential verification procedures in higher education institutions. It also investigates the
potential advantages and obstacles related to the use of blockchain technology in this particular setting. A
comprehensive mixed-methods strategy was employed, integrating qualitative and quantitative techniques
for data gathering. The qualitative aspect of the study involved in-depth theme analysis of interviews
conducted with important stakeholders. The quantitative aspect comprised rigorous descriptive and

Article HiStOI’ inferential statistical analyses, including regression analysis, which were based on survey answers obtained
from a diverse range of educational institutions. The thematic analysis revealed prominent themes included
Received: 30/08/2024 improvements in security, difficulties in execution, and heightened institutional trust. Descriptive statistics
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analysis showed that the average ratings for perceived security improvement (M = 4.5) and confidence in
blockchain (M = 4.3) were high. Perceived security increase (B = 0.62, p < 0.001) and confidence in
Vol — 3 Issue -9 blockchain (B = 0.53, p < 0.001) were shown to be significant predictors of the perceived efficiency of
D credential verification procedures after regression analysis. The model accounted for 68% of the variability
PP: - 01-06 in the perceived efficiency scores (R?2 = 0.68). The results indicate that blockchain technology has the
DOI: capacity to greatly enhance the security, transparency, and efficiency of verifying academic credentials in
10.5281/zenodo.136919 higher education. However, it is crucial that we collectively address the obstacles to implementation and
38 institutional preparedness. Only then can we fully realise and benefit from these advantages. This study
offers significant insights for educational institutions contemplating blockchain architecture. The results may
provide valuable insights for strategic decision-making, helping organisations overcome obstacles and use
blockchain technology's advantages in credential management.
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INTRODUCTION An inherent benefit of using blockchain technology in

Almplementing blockchain technology in higher education is education is its capacity to optimise the credentialing process.
a revolutionary method to improve the security and Using a distributed ledger enables educational institutions to
effectiveness of verifying academic credentials. The generate digital diplomas permanently documented on the
decentralised and unchangeable ledger structure of blockchain blockchain. Through this procedure, every credential is

guarantees the safe storage of educational data, therefore assigned a timestamp and associated with the bearer,
vastly reducing the potential for diploma fraud. This rendering it impervious to counterfeiting or modification.
Implementing blockchain technology for credentialing

streamlines the verification procedure for companies and
institutions while bolstering the authenticity of the credentials
used by graduates in the worldwide employment market.
These assertions are substantiated by the research conducted
by Marouan and Kannouf (2023), which illustrates the
increasing significance of blockchain technology in
contemporary educational institutions.

technology enables the development of a secure and intrusion-
resistant system for issuing, verifying, and sharing academic
credentials with complete transparency. An analysis
conducted by Cuya and Palaoag (2024) highlights the efficacy
of blockchain technology in establishing a reliable framework
for managing credentials and guaranteeing the security and
availability of information for verification purposes.
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Smart contracts, a fundamental element of blockchain
technology, enhance the security and effectiveness of
academic credential administration. The contracts are
inherently self-executing since the terms of the agreement are
directly encoded into computer code. In education, intelligent
contracts can mechanise the verification procedure of
diplomas and other credentials, guaranteeing the recognition
of only authorised and legitimate records. Using this
automation minimises the likelihood of human mistakes and
fraudulent activities, enhancing the credentialing process's
reliability and efficiency. A recent study conducted by the
BlockDipls Framework team in 2023 demonstrates that using
smart contracts in school credentialing systems can effectively
reduce the risks linked to diploma forgery.

Nevertheless, the extensive use of blockchain technology in
education is full of obstacles. Substantial expenditures in
digital infrastructure are necessary, along with a thorough
knowledge of the technology by educational institutions.
Furthermore, there are apprehensions about data privacy
protection, particularly in areas with strict rule-making like
the General Data Protection Regulation (GDPR) of the
European Union. Notwithstanding these obstacles, the
potential advantages of blockchain technology in improving
the security and reliability of academic credentials make it a
valuable instrument for the future of education. Current
research, notably the study conducted by Marouan and
Kannouf (2023), is primarily concerned with tackling these
obstacles to promote the broader use of blockchain technology
in education.

Integrating blockchain technology in verifying academic
credentials presents a hopeful resolution to the ongoing
problems of diploma fraud and ineffective verification
procedures. As educational institutions increasingly delve into
the possibilities of blockchain technology, we should expect a
notable transition towards more secure and dependable
approaches to credential administration. The inherent
advantages of this technology, such as improved security,
transparency, and efficiency, highlight its capacity to
transform the educational environment, increasing the
credibility and global recognition of academic credentials
(Cuya & Palaoag, 2024; BlockDipls Framework, 2023).

RESEARCH PROBLEM STATEMENT

The growing incidence of diploma fraud and the inefficiencies
linked to conventional protocols for verifying academic
credentials pose substantial obstacles for higher education
institutions and companies worldwide. Traditional approaches
to the validation of credentials, which heavily depend on
centralised databases and human procedures, are susceptible
to mistakes, delays, and manipulation, eroding confidence in
academic credentials' genuineness. Moreover, the increasing
complexity of forgery methods further intensifies the danger
of counterfeit credentials circulating in the labour market,
resulting in potentially grave repercussions for employers and
the integrity of the educational system. Even with the promise
of blockchain technology to provide a safe and decentralised
method for verifying credentials, there is still a significant

need for knowledge on the actual use, scalability, and
regulatory consequences of such systems in various
educational settings. Revising this study issue is crucial to
establishing a robust framework that improves the security
and effectiveness of academic credential administration and
conforms to legal requirements and institutional capacities.
The fundamental focus of this study is to thoroughly
investigate the use of blockchain technology in education,
considering the complex issues involved (Janssen &
Debruyne, 2023; Yin, Qin, & Wen, 2020).

SIGNIFICANCE OF THE STUDY

The study's importance resides in its capacity to revolutionise
the management and authentication of academic credentials
while tackling a crucial problem in the education industry—
diploma fraud and ineffective verification procedures. To
improve the integrity, transparency, and efficiency of
academic credential administration, this project intends to
investigate the use of blockchain technology to create a safe,
decentralised alternative. This development is especially
crucial in a more globalised world where the trustworthiness
of credentials is of utmost importance for both graduates and
employers. Furthermore, the research conclusions might have
significant consequences for formulating policies and
motivating educational institutions and governments to
embrace more resilient and technologically sophisticated
approaches for verifying credentials. A further contribution to
the expanding literature on the convergence of blockchain
technology and education, this research provides practical
insights into the obstacles and possibilities of deploying such
systems on a large scale (Griggs & Jackson, 2023; Khan &
Igbal, 2023).

RESEARCH QUESTION

In light of the increasing difficulties posed by diploma fraud
and the constraints of conventional academic credential
verification procedures, it is imperative to investigate novel
approaches that might improve these systems' security,
transparency, and effectiveness. Blockchain technology's
decentralised and irreversible architecture presents a potential
opportunity for tackling these challenges. Nevertheless, the
actual execution, scalability, and regulatory issues have yet to
be comprehensively investigated. Hence, it is crucial to have a
research topic that precisely captures these issues to direct the
inquiry.

Research Question: How can blockchain technology be
leveraged to improve the security, transparency, and
efficiency of academic credential verification in higher
education?

RESEARCH HYPOTHESIS

Considering the remarkable capacity of blockchain
technology to revolutionise the verification procedure for
academic credentials, it is imperative to assess whether its
adoption can improve security, transparency, and efficiency
inside higher education institutions. The present hypothesis
aims to evaluate the efficacy of blockchain technology over
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conventional approaches and to mitigate any apprehensions
surrounding its implementation.

Ho: Blockchain technology does not significantly enhance the
security and efficiency of academic credential verification in
higher education.

H;: Blockchain technology significantly enhances the security
and efficiency of academic credential verification in higher
education.

CONCEPTUAL FRAMEWORK

The conceptual framework of this study delves into the
correlation between the adoption of blockchain technology
and the optimization of academic credential verification in
higher education. The framework proposes that the
independent variable, Blockchain Technology
Implementation, directly impacts the Security of Academic
Credentials and Transparency in the Verification Process,
serving as mediating variables. These mediating variables, in
turn, influence the dependent variable, Efficiency of
Academic Credential Verification. The framework suggests
that by leveraging blockchain to enhance security and
transparency, the overall efficiency of the credential
verification process can be substantially elevated, resulting in
more trustworthy academic records. This framework offers a
systematic approach to comprehending the potential of
blockchain technology in mitigating challenges associated
with verifying academic credentials.

[Blockehain Technology Implementation|

Academic Credentlal Verification

Figure 1. Conceptual Framework

Source: Created by the author

This framework offers a systematic approach to
comprehending the potential influence of blockchain
technology on verifying academic credentials in higher
education.

LITERATURE REVIEW

The use of blockchain technology in education, especially for
verifying academic credentials, has attracted considerable
attention in recent times. Scholarly research suggests that
blockchain technology may effectively tackle diploma fraud
and the inefficiencies linked to conventional verification
techniques by providing a decentralised and unchangeable
ledger system. Recent research indicates that blockchain
technology improves academic credentials' security,
transparency, and reliability, making them impervious to
counterfeiting and readily verified by employers and other
organisations (Fedorova & Skobleva, 2020).

Another key area of interest in the literature is the use of
blockchain technology to establish a secure digital identity for
students. Blockchain's immutable ledger of educational

achievements, distributed across multiple platforms, not only
streamlines the credentialing process but also empowers
students by giving them control over their academic records.
Previous studies have shown that blockchain-based systems
could provide an efficient method for validating academic
qualifications, thereby reducing the administrative burden for
both educational institutions and companies (Filva et al.,
2018).

The use of blockchain technology in the field of education
also has noteworthy consequences for the safeguarding of
privacy and data. The intrinsic features of blockchain, such as
decentralisation and encryption, provide robust mechanisms
to address the difficulties of safeguarding confidential student
information. However, the literature also emphasises the
importance of meticulously evaluating legal frameworks such
as GDPR when integrating blockchain technology in
educational settings. It is essential to guarantee adherence to
data privacy regulations to prevent legal complications and
preserve all parties' confidence (Grech & Camilleri, 2017).

Furthermore, the scalability and interoperability of blockchain
systems in education are another crucial aspect to consider.
Scholarly research indicates that while blockchain presents
potential answers, obstacles are still associated with
expanding these systems for extensive implementation in
many educational institutions and nations. To effectively
harness the potential of blockchain in academic credentialing,
it is crucial to establish standardised protocols and foster
cooperation across institutions (Lizcano et al., 2020).

Furthermore, integrating intelligent contracts into blockchain
systems may significantly improve the automation and
effectiveness of verifying academic credentials. The use of
intelligent contracts enables the automated execution and
enforcement of agreements about the issuing and verifying of
credentials, diminishing the probability of human fallibility
and enhancing the procedure's dependability. This
technological development not only simplifies the process of
obtaining credentials but also guarantees that all involved
parties comply with the mutually agreed-upon conditions,
enhancing the general confidence in the system (Hillman &
Ganesh, 2019).

The literature underscores the importance of institutional
readiness and stakeholder engagement for the successful
adoption  of  blockchain  technology in education.
Implementing a blockchain-based system requires significant
changes in organisational processes and a shift in mindset
among educators, administrators, and students. Educational
institutions should allocate resources for training and
infrastructure development to facilitate the integration of
blockchain technology. It is crucial to involve all relevant
parties in the process to ensure its effectiveness (Kamisali¢ et
al., 2019).

RESEARCH METHODOLOGY

Research Design

The present study utilises a mixed-methods research
methodology, integrating qualitative and quantitative methods
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to investigate the use and consequences of blockchain
technology in verifying academic credentials. By triangulating
data from several sources, the mixed-methods technique
enables a thorough comprehension of the phenomena,
improving the conclusions' validity and dependability. The
qualitative component of the study will include conducting in-
depth interviews and focus group discussions with important
stakeholders such as university administrators, IT experts, and
employers. The purpose is to collect valuable insights into
their experiences, perspectives, and difficulties associated
with using blockchain technology in education. The
quantitative ~ component  will  include  distributing
questionnaires to a broader audience within the academic
community to measure the perceived advantages, difficulties,
and preparedness for using blockchain technology (Creswell
& Creswell, 2018).

Data Collection Methods

This research will use a two-phase data-gathering approach.
In the first stage, semi-structured interviews with 15-20
critical stakeholders with expertise or understanding of
blockchain technology in education will be conducted. The
interviews will seek to provide comprehensive information on
the motivators, difficulties, and possible effects of blockchain
technology in the verification of credentials. The second
phase will include the administration of a structured survey to
a larger sample of 200-300 individuals from various
educational institutions. The survey will consist of a
combination of closed and open-ended questions to solicit a
diverse collection of data about the implementation and
efficacy of blockchain technology in academic environments
(Bryman, 2016).

Sampling Strategy

The qualitative component of the study will use a purposive
sample technique, specifically choosing individuals who have
direct involvement with blockchain implementation or hold
decision-making positions inside educational institutions. A
stratified random sampling approach will be used for the
quantitative survey to guarantee sufficient representation of
participants from different departments and positions within
the institutions. This methodology will enable the research to
include a wide range of viewpoints about the practicality and
influence of blockchain technology in the verification of
academic credentials (Teddlie & Yu, 2007).

Data Analysis

The qualitative data obtained from interviews and focus
groups will be subjected to thematic analysis, which involves
meticulous coding, categorisation, and identifying significant
themes. This methodology will facilitate comprehension of
the intricate experiences and attitudes directed towards
blockchain technology. Statistical summary of the quantitative
data will be done using descriptive statistics, while inferential
statistics, including regression analysis, will be used to test
hypotheses on the relationships between variables. An
integrated approach of qualitative and quantitative analysis
will provide a comprehensive perspective on the study issue
and enhance comprehension of the efficacy of blockchain in
verifying credentials (Miles, Huberman, & Saldafia, 2014).

Ethical Considerations

As this research involves human subjects, it will strictly
follow ethical principles to guarantee the confidentiality and
anonymity of the participants. Before commencing data
collection, all participants will be required to provide
informed permission. In addition, the research will adhere to
data protection protocols, including the General Data
Protection Regulation (GDPR), to ensure the confidentiality
of participants and the integrity of the gathered data. The
project will get ethical clearance from the appropriate
institutional review boards before initiating (Israel, 2015).

RESEARCH FINDINGS AND
DISCUSSION

Thematic Analysis

The qualitative data obtained from interviews and focus
groups was analysed using theme analysis. ldentified key
motifs include:

Perception of Security: Participants repeatedly emphasised
blockchain technology's improved security capabilities,
explicitly pointing out its capacity to greatly reduce the
danger of diploma fraud. Many have highlighted the
irreversible feature of blockchain records as a means to
enhance confidence in academic qualifications.

Challenges in Implementation: One major issue that
emerged repeatedly was the difficulty of incorporating
blockchain technology into current systems at educational
institutions. Participants expressed apprehensions about the
financial implications, the necessary technical proficiency,
and the crucial need for comprehensive training and
assistance.

Impact on Institutional Trust: Another prominent topic
explored was the capacity of blockchain technology to
augment institutional trust. Participants felt that using
blockchain technology might enhance the transparency of
credential verification procedures, thereby enhancing the
general reputation of educational institutions.

These subjects are crucial as they provide a balanced view of
the potential advantages and obstacles linked to the use of
blockchain technology in the verification of academic
credentials. A comprehensive understanding of both aspects is
essential for informed decision-making.

Descriptive Analysis

The survey data underwent descriptive statistics analysis to
overview participant responses comprehensively. Presented
below are the summarized vital findings:

Table 1: Descriptive Analysis

Item Mean Standard
Score Deviation
Perceived Security 45 0.7
Enhancement
Ease of Blockchain 3.2 11
Implementation
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Trust in Blockchain- 4.3 0.8
Based Credentials
Willingness to Adopt 3.8 0.9
Blockchain

Source: Created by the Author

Perceived Security Enhancement: The consensus among
respondents indicates that blockchain technology substantially
improves the security of academic credentials, evidenced by a
mean score of 4.5.

Ease of Implementation: Opinions on the ease of
implementing blockchain technology varied widely, as
reflected by a mean score of 3.2 and a higher standard
deviation, indicating significant variability in responses.

Trust in Blockchain-Based Credentials: The average score
for trust in blockchain-verified credentials was 4.3, indicating
high confidence in the technology.

Willingness to Adopt Blockchain: The average score of 3.8
indicates a moderate inclination of institutions towards
adopting blockchain technology, with some reservations
regarding the associated challenges.

Inferential Statistics (Regression Analysis)

A regression analysis was performed to explore the
correlations between variables, specifically assessing the
influence of blockchain implementation on the perceived
efficiency and trustworthiness of academic credential
validation procedures.

Regression Model
= Dependent Variable: Perceived Efficiency of
Credential Verification (Y).
= Independent Variables: Security Enhancement
(X1), Ease of Implementation (X2), and Trust in
Blockchain (X3).

Regression Equation

Y = By + X1+ BX2+ By X3 +e

Results
Table 2: Regression Analysis
Variable Coefficient | Standard t- p-
B) Error Value | Value
Security 0.62 0.15 4.13 | 0.0001
Enhancement
Ease of 0.27 0.12 2.25 | 0.025
Implementation
Trustin 0.53 0.14 3.79 | 0.0002
Blockchain

Source: Created by the Author
R-squared: 0.68

Adjusted R-squared: 0.66

The results of the regression analysis demonstrate the
significant impact of blockchain on the perceived security
enhancement (f = 0.62, p < 0.001) and trust in blockchain-
based credentials (8 = 0.53, p < 0.001) as predictors of the
perceived efficiency of credential verification processes. The
ease of implementation also has a notable, though more
minor, influence (f = 0.27, p < 0.05). The model accounts for
68% of the variance in the perceived efficiency, highlighting
these factors' critical role in determining blockchain's
effectiveness in this particular context.

CONCLUSION

The present research investigated the prospective impact of
blockchain technology on the transformation of academic
credential verification within the context of higher education.
Evidence suggests that blockchain technology substantially
improves the security, transparency, and efficiency of
credential verification procedures. The inherent immutability
of blockchain data significantly mitigates the potential for
diploma fraud, fostering enhanced confidence in academic
credentials. Moreover, incorporating intelligent contracts into
blockchain  systems facilitates the automation and
optimisation of  credential verification,  diminishing
administrative workloads and improving dependability.

Nevertheless, the research also emphasised the obstacles in
accepting  blockchain  technology, such as inherent
technological intricacy, expenses associated with deployment,
and the need for institutional preparedness. Notwithstanding
these difficulties, the general effect on institutional trust and
efficiency was determined to be favourable, indicating that by
making appropriate investments in infrastructure and training,
blockchain has the potential to become a beneficial instrument
in higher education. Thematic analysis, descriptive statistics,
and regression analysis highlight the significance of
blockchain technology in establishing a more secure and
effective academic credentialing system. Educational
institutions contemplating the use of blockchain technology
should carefully evaluate the advantages compared to the
difficulties and develop proactive measures to guarantee a
seamless transition.

In summary, while blockchain technology presents some
difficulties, its capacity to improve the authenticity of
academic qualifications makes it a very promising remedy for
the future of higher education. Investment in this technology
by institutions is expected to provide long-term advantages in
terms of enhanced trust, efficiency, and security in their
credential verification procedures, thereby reassuring the
audience about the value of their investment.
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